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J history, there have been many events and dangers that threaten state security, causing heavy loss of
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Through© destruction of property, displacement of large numbers of people and heavy economic |05s€s.
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However,

ational and local levels and recent technological developments increase the serigusness of threats
The concept of security has evolved gradually, especially since the disintegration of the Soviet
war. The lingering impact of the policy of the bipolar world has blurred the image of relations
it provides an opportunity to understand and identify new threats and emerging conflicts, in
problems. Simultaneously, globalisation has changed international rules and norms, in order to
apld flow of capital and technology, with a weakening of national barriers. Non-governmental actors now
pacilitat® the ¢ ternational politics, some as a threat, and others bridging the gap between communities and nations. In
i ke roles I s, the role of the state began to suffer and the accepted traditicnal cancept of power was challenged.
C'mm?tanc:u; of such concern worldwide, arousing heated debate at both naticnal and international levels, is
Today, ? ma]ﬂfr::eat of terrorism has never been as prominent as it seems to be at the present time. Terrorism is an old
Wﬁsm.ThE:lat has existed since the emergence of human societies, but the threat of terrorism has increased steadily
aroiero? ;u years. With technological and technical progress, the actions of terrarists have become more dangerous
pep while the perpetrators of such acts are becoming more elusive. There are few parts of the world that have
"'ddﬁwf_:g:;m since late 1960s (Mythen and Walklate 2006). The phenomenon of terrorism is changing, while the
: l: tarrorism remain the same. The world today faces new and unfamiliar kinds of weapons. The international
motives 9 elligence systems, security procedures and tactics which are expected to protect people, nations and
i Ir:-.ts are not able to meet this new and devastating enemy. The methods and strategies developed to combat
r:;:eovt;’ the years are providing ineffective, as the enemy no longer attacks only with hijacked plans, truck bombs or
terl‘ﬂ_?ge pombers, Terrorists may €ngage in cyber-terrorism, the use of cyberspace to launch attacks. The integration of the
::Eal and physical worlds, is 3 weakness confronting securiFv agents {Collin 1996), This paper outlines a PhD proposal,
which seeks to design an effective framework for the potential threat of cyber-terrorism on national security, compared
with cenventional terrorism by addressing three main themes: awareness - vulnerabilities - response, important in
jssessment of any security threat, According to Denning [2000) to understand the potential threat of cyber-terrorism, we
should consider two factors: first, whether there are targets that are vulnerable to attack, and, secandly, whether actors
have the ability and mativation to attack them. In this proposal a preliminary review of relevant literature will be
introduced, followed by the research questions to be addressed and the proposed methods to address them. Then the

expected ime frame will be considered.
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1. Introduction; Research title

The proposed thesis will focus on cyber-terrorism and assess its potential threat to national security, as
compared to conventional terrorism in Saudi Arabia. So, therefore a suggested title is, “The Potential Threat of
Cyber-terrorism on National Security of Saudi Arabia”,

2. Literature review

"If you ask 10 people what ‘Cyber-terrorism’ is, you will get at least nine different answers! When
!hoseiq people are computer security experts, whose task it is to create various forms of
protection against ‘Cyber-terrorism’™ (Gordon and Ford 2003).

i‘;ﬁ: r::: Ford {2003) highTighF the inconsistr?*ncy of und‘ersta ndings of cyber-terrorism even among people

onsa :eguvernme.nt agencues. f:harged with protecting critical infrastructure components and assets.

“afioma'specrssay this is not sumnsmg because of the lack of documented scientific support to integrate the
of computer-related crimes.

The "
sem:;?"";ng\‘l:i;;c‘errorisrp" was fir.st Jz-ofned by Barry Collin, a2 senior research fellow at the Institute for
BT ae. E:gt‘&nce in California, in the 1980s (Collin 1997). No single definiticn of the term has yet
Culty of get, e 'I:agging - f:ﬂmputer attack as "Cyber-terrorism” is problematic because of the
Ermining the intention, identity, or political motivations of an attacker with certainty.
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